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HIPAA and The IHS

HIPAA—thebig buzzword
everyone's been talking about
around the ITSC office. Whatis
HIPAA, exactly? HIPPA stands
for the Health Insurance Portability
& Accountability Act of 1996, also
know as Public Act 104-191 or
the Kennedy-Kassebaum Bill. The
most publicized aspect of HIPAA
dealswith making health insurance
more portable by extending and
protecting coveragein the event
you changed or lost your job, or
had to leave your job for medical
reasons.

Thisaspect, however, isnot the
most compelling part of HIPAA for
thel TSC. HIPAATItlell, the
Administrative Smplification
provision, requiresthat the

Department of Health and Human
Servicesestablish national
standardization for the exchange of
electronic health care transactions,
whilealso addressing privacy and
security in healthcare. Additionally,
Titlell callsfor auniform
identification systemfor health
plans, providers, and employers.
Congress passed thisact to help
aleviatethemassinconsistenciesin
electronic datainterchange (EDI)
between providersand health
insurance companies, bringing order
to the chaotic systemnow in
existence.

Inresponseto HIPAA, ITSC has
devoted significant resourcesto the
development of HIPAA compliant

continued on page 4

AccountsReceivable (BAR)
V1.6, Patch 3

Patch 3 of version 1.6 of theA/R
package addressesissuesrelated to
recent HIPAA Titlell requirements.
Thispatch containsarevised Site
Parameter Edit option, anew Post
HIPAA Standard 835 RA option,
and anew A ccounts M anagement
menu and submenus. Throughthe
Accounts Management menu and
submenus, userswill be ableto send
a276 clam statusrequest, receive
the 277 claim statusresponse, and

HIPAA-Related RPMS Patches

run areport of request and response
Statuses.

Third Party Billing (ABM) V2.5,
Patch 1

Patch 1 of the Third Party Billing
package addressesissuesrelated to
recent HIPAA Titlell requirements.
Thispatch containsthree new export
modes and softwareto generate
ANSI 837 claims. Thenew export
modesare 837 Institutional, 837
Professional, and 837 Dentdl .

continued on page 4




Application Development News

PDA Pilot Test Project Underway

In June 2002, as part of a pilot test
project, ITSC provided
approximately 57 Personal Digital
Assistants (PDA) to twelvedifferent
Areasitesand providers. To
participateinthispilot, each
provider completed afour-page
survey related to the PDA and their
utilization of it.

Of therespondents, 82% felt the
PDA improved clinica situations.
Most of the providers, representing
awiderange of specialties, felt the
PDA provided easily accessible
information such as medication data
or drug dosing details. Inaddition,
thisinformation eiminated
guesswork, enabled more direct
timewith patients, and improved
confidencesin treating patients.

Many of the providersalsofelt the
scheduling capabilities, reference
telephone numbers and addresses,
and patient tracking components
were useful non-clinical resources.
Therewasafairly even distribution
inthetypesof applications used and
commented oninthissurvey. Most
providersusing thePalm
applications used the m105, m125,
and m505; for the Handspring
applications, most providers used
the Deluxe, Pro, and Prism.

The most used non-drug application
wasthe 5-minuteclinical consultant
(22%), and pregCalc camein
second at 17%. Theremainder of
the non-drug application usewas
scattered among ACL S protocoal,

mini-mental statusexam, MedCalc,
MedMath, Shots 2002, Heart rate
calc, 5-minute peds, and dietson
variousconditions.

61% of the respondentsdid not use
any of the non-clinical applications,
such as QuickSheet, Quicken,
Spellman, or variousdictionaries. It
appeared that most of these
providerseither preferred their own
computer system for non-clinical
software or were moreinterested in
loading clinical reference materia
onto their PDA.

Negative commentsvoiced included
short battery life, poor screen
readability, screentoo small,
awkward to use, not enough
storage capacity, and transmission
difficulties.

In summary, the providers appear to
be adjusting to thevarious PDASs
and exploring the various software
programsthat areavailable. In
addition, nurses, nurse practitioners,
pharmacists and othersare also
exploring the benefitsof usinga
PDA. ITSC plansto conduct
another survey toward the end of
the year to determine whether the
providersand other practitioners
are continuing to usethe PDA with
the capabilitiesaddressed in the
original survey or whether new
applicationsand patient-rel ated
dataisbeing added. A follow-up
articlewill be provided. For more
information, visit http://
www.ihs.gov/Medica Programg/
CIR/informatics.asp.

Chris Lamer,
PharmD, CDE, LT, USPHS

RPMS Support Center Statistics

The RPMS Support Center closed 494 support calls between
June 1 and September 31 of thisyear. Here's a breakdown of

thosecalls:

1. Open 0-7 Days: 312
2. Open 8-14 Days: 47
3. Open 15-21 Days: 13
4. Open over 22 Days:122

You can contact the RPM S Support Center by:

Phone: 888-830-7280
505-248-4371

Email: RPMSHe p@malil.ihs.gov
Web: www.rpms.ihs.gov/TechSupp.asp

Lucas Covington, User Support Specialist
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Electronic Signature of Lab Results- Fantasy or Reality?

It is8am Monday morning at the
Chinle Comprehensive Health
Care Facility. Dr. Maddie Record
arrives, pours herself a cup of
coffee, turns on her computer, and
signsonto the RPMS. Thefirst
thing she seesis amessage stating
that she has 8 lab results to
review, 2 of which are critical and
6 of which are abnormal.

Before seeing her patients, she
decidesto review thecritical lab
results. She chooses the option to
review new labs and, after careful
consideration, she signsthelab
results using her electronic
signature code.

At the end of the day, Dr. Record
returnsto her computer to finish
reviewing her lab results. She now
has 10 new labsto review. After
reviewing thefirst lab she
forwardsit to one of her
colleagues for a second opinion.
The second lab result belongsto a
patient that was admitted and
treated by another physician so
shereassignsit to the attending
physician. The remaining 8 labs
shereviews and signswith her

electronic signature code. Since
sheisgoing on vacation for a
week, she assigns her colleague,
Dr. Adam, as her surrogate for
the week so that he can review
and sign her labswhile sheis
gone. Shefinishes her coffee,
puts on her coat, turns out the
lights, and leaves knowing that all
her lab resultswill be reviewed
while sheisgone.

Fantasy or Reality?

Reality. The providersat the
Chinle Comprehensive Health
Care Facility have been using the
Lab Electronic Signature
enhancement, devel oped by the
Information Technology Support
Center (ITSC) and Mitretek,
Inc., since January 2002.

The Lab Electronic Signature
enhancement was designed to
help providersreview and sign-
off on lab results with more ease.

Participating providerswill have
thefollowing new capabilities:

¢ Whensigninginto RPMS,
receive alert messages of lab
resultsto review

¢ Review labresults (either
complete or pending) through
the new menu option

¢ Electronically sign off on
reviewed lab results

¢ Review any lab resultsfrom
another participating
physician who has named you
asurrogate

¢ Forward lab resultsto other
participating physiciansfor
additional review

¢ RunasSigned Lab Results
report for lab result tracking

In addition to the Electronic
Signature capability, anew audit
reportisavailable. Thisreport,
which can be turned on or off, will
track RPM S userswho are
reviewing lab results.

The Electronic Signature software
isnow availableto all I/T/U sites
that are currently using the RPM S
Laboratory Package. If asiteis
interested in using the software,
they can contact their site
manager or area officefor
installation. Onceinstalled, site
managerswill assign new security
keys and menus to participating
providers and assist these
providerswith assigning
themselves an el ectronic signature
using “toolbox” inthe RPMS.
Security for the softwareisthe
same as other RPM S applications
in that the users have unique
access and verify codesto sign
onto the RPM S and aunique
electronic signature codeto “sign”
thelab results.

Training classes sponsored by
ITSC will beavailable at theArea
officesand at the National
Programstraining facility in
Albuquerque, NM. For
information on the application or
to obtain the training schedul e,
please contact Catherine Moore
at 505-248-4430.

Catherine Moore, User Support
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EDI transactionsfor current RPM S
software. Thel TSC hasbeen
coding standardized formatsfor
several of our existing packages—
Third Party Billing, Accounts
Receivable, Patient Registration,
Contract Health, and Pharmacy
Point of Sale. Eight EDI
transactions based on X12 formats
apply to these packages.

Thedeadlinefor HIPAA electronic
transactions compliancewas
October 16, 2002. While our
software packages were compliant
by thedeadline, thereisstill alot of
work to bedone. IHS has
requested and been approved for an
extensionfrom CM S, mainly dueto
theindividual payor testing and
connectivity requirementsthat till
need to be addressed.

HIPAA compliance haspulled a
great deal of time and resources
from the I TSC, and because of the
dedicated work of ITSC staff, the
HIPAA challengeisbeing
successfully met. Infact, in many
ways |HS hastaken the lead on
HIPAA preparedness-- IHSisone of
theonly software vendors(if not the
only one) to actually passthe PAID
testing of NCPDPYV 5.1 changesin

IHS and HIPAA

continued from page 1

HIPAA-Related RPMS Patches

continued from page 1

Contract Health System
(ACHS) V3.1, Patch 5

Patch 5 of version 3.1 of the
Contract Health System package
addressesissuesrelated to recent
HIPAATitlell requirements. To
meet theserequirements, this
patch implementsthe X12 278
transaction set for HIPAA
compliance.

Patch 5 al so containsanumber of
non-HIPAA related fixesand
modifications.

Pharmacy Point of Sale
(ABSP) V1.0, Patch 3

Patch 3 of the Pharmacy Point of
Sale package addressesissues
related to recent HIPAA Titlell
requirements. Thispatch
integratesthe NCPDP V5.1 to
accommodate HIPAA-compliant
payors, whilemaintaining V3.2
functionality for theremaining
payorswho filed an extension.

Themajority of the changesinthis

patch are on the backend of the
package and are not seen by the

end users.

Patient Registration (AG)
V6.0, Patch 17

Patch 17 of version 6.0 of the
Patient Registration package
addressesissuesrelated to recent
HIPAA Titlell requirements. To
meet these requirements, this patch
containsHIPAA-complaint
eligibility checksbased onthe 270
and 271 export formats.

Thispatch also containsCM S
Medicaredigibility enhancements.

the Pharmacy package.
Juan Torrez, Documentation Specialist
Sandardization  Description RPM S PackageAffected
837 Hedlth careclaims (Ingtitutional, Professional, and Dentd) Third Party Billing
835 Hedlth care claim payment/advice AccountsReceivable
270/271 Hedth caredigibility/Benefitinquiry andinformationresponse  Petient Registration
276/277 Health care claim statusrequest and response AccountsReceivable
278 Health care servicesreview-request for review andresponse  Contract Health Services
NCPDPV5.1 Drug benefitsand digibility inquiry Pharmacy Point of Sdle
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RPMS Training Schedule

California Area
10/9-10: Referred Care Information
Sysem

CRIHB
10/22-23: Patient SchedulingV 5.0
10/24: Patient RegistrationV 6.0

Phoenix Area
10/16-17: Referred Care Information
Sysem

Portland Area

10/28-29: Chemica Dependency
Management Information
Sysem

\
<>

<&

Alaska Area
11/4-6: Third Party Billing*

CRIHB
11/19-20: Patient Care Component

Navajo Area

11/19: Laboratory Package/
Electronic Signature*

11/20: Petient Chart (GUI)*

NW Portland Area IHB
11/5-7: DiabetesManagement
Sysem

Oklahoma Area
11/12-14: Diabetes M anagement
Sysem*

Phoenix Area
11/5-7: PCC Output Reporting

Portland Area
11/4-8: Level 1 SiteManager’s
Traning

* Training Co-Sponsored by I TSC

Aberdeen Area
12/3-5: SteManager’sTraining

Albugquerque Area

12/16-20: Introductionto L aboratory
Package*

12/10-12: PCC+*

Billings Area
12/10-11: Third Party Billing/
Accounts Recel vable*

California Area

12/10-12: DiabetesM anagement
Sysem*

CRIHB

12/3-4: Referred Care Management
Sysem

12/5-6: Contract Hedlth System

12/11: ImmunizationsV 7.1

12/18-19: Dental DataSystemV 6.0

Phoenix Area

12/2-6: PCC DataEntry | & 11

Portland Area

12/9-13: Third Party Billing/
AccountsReceivable

IHS to Upgrade Help Desk Software

Peregrine ServiceCenter hasrecently been purchased by IHSto replacethe NOIS system. The Peregrine software
isvery robust and will beamore powerful and amuch needed replacement to NOIS. Thisispart of acollaborative
effort to makethe help desk moreefficient at resolving IHS hel p desk issues. Thekey implementation personnel
recently completed thefirst ServiceCenter training classwith other classestofollow. They are, d <o, currently
moving from theinstallation phaseto the customization phase of the software. Sofar, the softwarelookslikeit will
beagreat asset not only to the help desk, but to all of IHS.

Lucas Covington, User Support Specialist
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Data Warehouse News

Final Report on the Pilot Data Warehouse Project

ThePilot DataWarehouse (PDW)
Project wasinitiated in July 2001, by
the DataQuality Action Team and the
Divison of Information Resources
(DIR). Itspurposewasto test
assumptionsand gain knowledge about
issuesthat needed to be understood
and addressed in order for IHSto
implement an enterprise-wide, nationa
datawarehouse environment for IHS,
Tribal, and Urban healthcare systems.

The PDW was designed to accept a
large spectrum of dataextending from
FY 1997 approximately through the
end of FY 2001, datathat camefrom
multiplesources. IHSworked closely
with expertsfrom IBM andthe SAS
Institute on thisproject.

Becausethe primary purpose of the
PDW project wasto test assumptions
and gainknowledge, it wasdesigned
along severa specificprinciples. We
designed the PDW to gather and store
asmuch granularity aspossible. We
performed minimal datacleansing and
datatransformationinloading the
staging tablesand between staging and
DW tables. Wedid not unduplicate
encounter recordsif they camefrom
different sources. Finaly, westored all
modified and deleted records, flagging
the current snapshot rather than deleting
data

The PDW wasremarkably successful
inthat wewere ableto test the most
important assumptionsand gained
critical knowledge on most of theissues
that we must understand and address.
Thefollowingitemsareasampleof

what we accomplished during this

project:

¢ Designed, tested, and
implemented new logical and
physca modds

Designed, tested, and
implemented extraction,
transformation, andload (ETL)
processes

L oaded multipledatatypes

K/
°e

K/
°e

K/
°e

Extensvely andyzed datafrom
onenon-RPM Ssiteto better
understand theissuesrélating to
loading such datain DW1

Designed and implemented post
load processing (e.g., processes
to handle suspect SSNsand
names)

Developedinitid metadataon
these datatypes

Demonstrated that we could
produce accurate Workload
and User Pop Reportsfromthe
PDW

Demongtrated that we could
producereportsproviding
information onthequality of
their databack to source
systemsincluding reportson
field content and deviationsfrom
higorica norms

K/
°e

K/
°e

K/
°e

K/
°e

K/
°e

Demonstrated that we could
produce ORY X and GPRA.-
typedlinica performance
measuresfromthe PDW

|dentified thetypesof ORY X
datatransport reportswewould

K/
°e

liketoimplementinDW1

¢+ Implemented an“unduplication”
method for truly duplicated or
modified RPM Sencounter and
registration recordsusing their
unique encounter and registration
record | Ds, respectively

+ |dentified datathat will be
handledinamorenormalized
fashionduringDW1 (eg.,
medications, |abs, and clinical
measurements)

% Desgnedandimplementeda
backup and recovery processfor
PDW

% Assessed and implemented a
security planfor PDW

Based on our experiencefromthis
PDW project, the PDW team
recommended to DIR senior
management that we proceed with
completingthedesignand
implementation of thefirgt iteration of
an enterprise-wide, nationa data
warehouse environment for IHS,
Tribal, and Urban healthcare systems,
asdescribedinthe“DW-1User
Requirements/ Conceptua Design”

document. Dr. Stan Griffith,

Medical Research Officer
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Telecommunication Update

PIX Firewall: ThePIX firewall
implementation for all Areaoffices
iscompleted.

I nter net Access: We have
completed theinstallation of
Internet Accessfor all Area
offices. Theselinksarethefirst
phaseinimplementingaVPN
backbone between Areaoffices
and the other computersused to
support IHS patient care delivery
acrossthe nation. Oncethe VPN
instalationiscompleted, all Areas
will be ableto operate and transmit
datawithout having to depend on a
central location, such asITSC,
being operational. Sincethee-mail
gateway isstill at ITSC, only
externa e-mail would be affected if
the gateway goesdown. IHS mail
isaffected if the gatewaysgo
down. Areaswould still beableto
accessthe Internet to exchange
datawith other systemsused in
patient care. Thisnew network
will provide afail-safe operation
that will assurethe IHS continues
to providetimely health care.

Video Conferencing: We have
tested sending video conferencing
over thelnternet AccessPointin
Alaskaandrecelvingitat I TSC over
our Internet Accesspoint. The
resultsarevery encouraging and the
planistoimplement thisprocessfor
al Areaofficeswithinthenext
month.

FTSBIlls: FTShillsfor ITSCare
generated through acontract with

USDA, whoisresponsgblefor billing
for government agencies. Whenit
generatesthebills, USDA matches
and reconcilesthemtotheofficia
MORRIShill produced by GSA.
Althoughthisprocessisdightly more
time consuming than I TSC generating
thebills, it hasprovento bevauable
toIHS. USDA hasfound somenon-
IHSrecordsamong IHS chargesfrom
MCI and will beremoving themfrom
thesystem. Overal, the USDA billing
processwill ensurebothtimely and
accuratebillingfor FTSservices.

CachéConversion: Phasel of the
Caché conversionisprogressing
smoothly. Cachéhasbeeningaled at
Taos, Lawton, and Parker. Thegoal of
theinitia phaseisto develop astan-
dardinstallation manua that can be
used toimplement Cachéthroughout
IHSbeginning early inthe 2003
caender year.

Universal Service Funds: Weare
busy verifying and submitting the
Universa Service Fund agreementsfor
variousAreasacross|HS. The
Universal ServiceFundisatax
charged on urban phone serviceand
credited torural sitesto reducethe
cost of rurd service.

Thecreditisreturnedtorural stiesasa
reimbursement. Onebig changethis
year isthat the actual fundsare sent to
MCI instead of the IHSAreas.

IHSBIlling: Additional savingshave
been realized through the services of
Parsons Consulting, obtained under a
DHHS contract to ensurethat theIHS
FTShillsmatchtheservicesbeing
billedtothelHS. Theprocess
implemented by Parsonshasidenti-
fied severd interestingissuesinthe
billing, including IHSlienswhich have
been charged to other agenciesand
those of other agenciesbeing charged
toIHS.

Accord Video Bridge: TheAccord
video bridgeat I TSC hasbecome
increasingly busy thelast few months.
Weare now ableto conduct s multa-
neous multi-point video callsover the
samebridgeand allow thetrandation
of ISDN and IPvideo conference
cdls

Web Filtering: ITSC haspurchased
Websense, an http blocking and
tracking systemthat will replacethe
E-trust systemnow used at I TSC.
Thispackagewill beingtalledonall
theInternet Accesspoints.

Resour ce Sharing: ITSC continues
towork withthe HHS Network
Modernization Teamtofind waysto
share resourceswhen morethan one
HHS agency server sharesalocation.

Tom Fisher, Supervisory Computer Specialist
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New Internet I nterface Rollout
TheIHS Internet got anew look
recently with anew Internet
interface. Onthefront end, this
design ismore Section 508
compliant and includesthe HHS
logo in the banner to promotethe
concept of “OneHHS,” inwhich all
HHSagenciesaremoreunifiedin
their use of resources.

On the backend, the new Internet
interface offersmore consistent,
moreflexible, lesstime-consuming
site devel opment through the use of
variables. Elementssuch assite
colorsand menu navigation can now
be controlled by variablesrather
than being hard-coded into each
individual html page. This
functionality allowscontent
managersto focus more on updating
their content and less on updating
thevisual elementsof their pages,
but without limiting the abilities
content managers already haveto
customizetheoverall look and feel
of their site. Content managerswill
need to work with their assigned
web account representativesto
learn how to usethe new variable
functionality. Other additions
directly aimed at content managers
include two new templates, onefor
program sitesin general and onefor
navigationa menuswithinaprogram
gte.

IHS Calendar

TheWeb Teamisalsoworking on
converting the IHS event calendar
fromaflat PDFfileto aweb
application. Theweb application
will create adynamic, up-to-date
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Web Team News

calendar of events. Itwill support
online event requests, searches by
typeof event, archivingwith
documents (notes, handouts,
PowerPoint presentations, etc.),
and dynamically-generated location
maps. The new calendar
application will also support an
online approval/ denial processfor
administratorsto manage event
requests.

OnlineWeekly Employee
Reporting System (WERYS)
Datacom employeesat I TSC have
been using the WERS for afew
monthsnow. Thissystem allows
employeesand their supervisorsto
track the overall statusof ITSC
projects and the time each
individual employee spendson each
project. Thesystem also allows
supervisorsto track which
employeesareofficially assignedto
which projects. Theweb team will
be creating asingle, dynamic
database that employeesand
supervisors can useto seethe
status of any project inreal time.

Event Travel Request Web Page
When five or morefederal
employeestravel to the same
location at the sametime, additional
approval isrequired. Theweb
teamiscurrently working on the
web page to automate the request/
approval process.

Jo Robar, Web Devel oper

Contributors

L ucasCovington
(505) 248-4224
lucas.covington@mall.ihs.gov

CatherineMoore
(505) 248-4430
catherinemoore@mail ihsgov

ThomasFisher
(505) 248-4219
tom.fisher@mail.ihs.gov
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(505) 248-4144
stanley.griffith@mail.ihs.gov

JoRaobar
(505) 248-4469
joseph.robar@mail.ihs.gov

ChrisLamer, PharmD.
(828) 497-9163 x 363
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